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Abstract

Structuredanalysisand designmethodshave beerappliedin the integrationof
information securityin systemdevelopmenbut the emergencef OO paradigm
hasmadethemlessrelevant.OO hasimprovedsecurityof computersystemsand
databases, so it irasonabléo assumehatapproactbeingapplicablealsoto the
managementf informationsecurity. This papershowshow information security
can be modelled using Unified Modeling Language(UML) and how formal
information security requirements can be derived from class diagrams.
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1 INTRODUCTION

Structured system analysis and design techniqueshave beenapplied in the
specification of information security requirements. Baskerville (1988) has
proposeda methodto integratesecurity designinto dataflow diagrams(DFD)
and Pernul (1992) has shown how to integrate security design into entity-
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relationship (ER) diagrams. More recently, requirement engineering (RE)
techniqueshave beensuccessfully applied for specification of information
security requirements(Boswell, 1995; Dubois and Wu, 1996). These are
significantresults,sincelack of integrationbetweensecuritydesignand general
systemdesigneasily leadsto inadequatesecurity (Caelli, 1997). We shall show
how to use UML (Larman, 1997) notation (classdiagramsspecifically) in the
specificationof information securityrequirementsOthercommonOO modeling
techniquesinclude Booch methodology (Booch 1994), and Object Modeling
Technique (OMT) by Rumbaughet. al. (1991). As the UML is the latest,
integrated approach, supported by Object Management Group (OM@gbeen
selected as the tool used.

Similarly to the software crisis setting new demandsfor researchin software
engineeringin late 1970s (Pressman,1997), new approachesare neededfor
dealing withinformationsecuritycrisis. Databases;ommunicatiorprotocolsand
informationsystemsreinsecure gventhoughsignificantamountof researctas
beencarriedout in manyareasof computerand information security.Since OO
methods have been efficient in compwecurity(OOPSLA,1993)we attemptto
expandthem also to identifying security requirementsof information systems.
Generaladvantage®f OO modeling are (Booch, 1994) expressivenessf OO
languages,improved reuse of components,improved resilience to change,
reductionof developmentisks and appealto the working of humancognition.
Boochalsostateghatexperiencenasshownthat thesebenefitsoutweighthe two
major disadvantages: performance and high start-up costs.
Essentialconceptsof OO modellingshall be summarisecand advantagesf OO
modeling in security design summarised in section 2. SectiraBshowhow to
model securityrequirementsusing UML. Conclusionsshall be drawn and areas
highlighted for future work in section 4.

2 OO MODELING AND INFORMATION SECURITY

An objecthasa uniqueidentity, structureof dataand behaviour(Rumbaughet.

al., 1991; Booch, 1994). Objects with same data structure (attributes) and
behaviour(operations)can form classesEachobjectis an instanceof a class.
Polymorphisnis a propertyof sameoperationsbehavingdifferently on different

classes.The advantagds that the actual implementationof operationscan be

hiddenfrom other classesand inter-classinterfacesbe standardisedHiding of

implementationdetailsby providing a standardinterfaceto the functionality is

called encapsulation Inheritance meansthat a class can be specified as a

subclass oanotherandthe subclasshareghe propertiesof a parentclassunless
locally overwritten.

The major differenceto structuredmethodsis that OO modelingis concerned
with conceptsnot implementationln the organisationakecuritymodeling,this

hasthe advantagenf forcing securitymanagemento exactly specify the nature
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androle of information securityin the organisationBy applying polymorphism,
encapsulatiorand inheritancegeneric security designscan be specializedinto
various organisationalunits and different views of security objects can be
providedfor managerialadministrativeand technicalpersonnel Diagrammatic
presentatiorof objects,usingobjectmodels,canalsoimprove understandingnd
communicatiorbetweenvariousviews of informationsecurity.Objectsalsoform
a strong hierarchy, similar to a typical organisationof information security.
Object model is a static structure of objects and their relationshipsand is
modelledasa classdiagram.A dynamicmodelis requiredfor implementingthe
control aspectsof the system and a functional model for describing the
transformationson values of data within the system.Theseare, anyhow, not
further studied herein.

3 UML AND SECURITY DESIGN

Figure 1 gives an exampleof modeling securebusinessprocessesising UML
notation. Assumea generic class BusinessProcesthat representsany business
processn the organisationUsing specialisationa classnamedSecureBusProis
constructedo represent securebusinesgrocessNote, thatit is not necessary
that there are any instances of BusinessProcess but that all the objects of this class
are of type SecureBusProcSpecialisationis rather a modeling tool than an
indicatorthat somebusinesgprocessesight be insecure.SecureBusProbasan
attributeClearancehatindicatesthe organisationasecuritylevel (SecurityLevel
classis assumedout not explicitly modelled herein). Using the similar logic,
businesgrocessegan be further classifiedinto a hierarchyof varioustypes of
businessprocesses.n this example, a classical producer-consumepair is
modelled.ProducerProds a securebusinessprocess,and so is ConsumerProc.
They both consistof a Messagensgthatis communicatedetweenthem. Class
Messagecan again be any type of a messagebeing communicatedbetween
processesandcanbe communicatedy any media.Detailsof Messageclassare
omitted herein.

An importantmodelingdecisionhereis thata messagés first designedasa high
level of abstractiorfocusingon content.This abstractionis thenspecializednto
atrustedmessagehatfocuseson the protectionof the messageTrustedmessage
is assumedo be protectedby a security protocol, beingan aggregateof one or
more security servicesthat are again aggregatesof one or more security
mechanisms. The hierarchy can be further deepened by specifying, for example,
classfor securityenforcementlgorithms,thatcanfurther be anaggregatef the
actual implementation and level of assurance provided by that algorithm.
Stronghierarchyis the major advantageosf OO modelingin information security
design. At the high organisationallevel, conceptscan be identified and then
further detailscanbe addedat all the organisationalevels. Modeling of various
conceptscan also be done parallel basedon commoninterfaces.This is alsoa
significant improvementin the supportfor the full life cycle of information
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Figurel UML modeling example.

security specificationsand designs.Sincethe modelingfocusis on conceptand
their structure,introductionof variousimplementationof genericclassessuch
as newsecurityenforcemenprotocols,doesnot requiresignificantupdatesn the
overall security design. Instead, new componentsusually appear as new
implementations where the details are hidden from other objects by
encapsulation.

Oncethe classdiagramis specified,the interestingquestionis how to convert
class specificationsinto information security requirements.lt appears,that
deriving formal securityspecificationssuchasfollowing the notationof (Leiwo
andZheng1997b)is a considerablystraightforwardtaskand shall not be further
studied herein.

4  CONCLUSIONS AND FUURE WORK

The contribution of this paper lies in the identification of advantagesOO
modeling could offer for the managementof information security. Also,
guidelineshave beerprovidedto illustrate the natureof OO modelingand how
that couldbe appliedin the specificationof securebusinesgprocessesThis paper
also attemptsto open discussionof the integration of security design into
enterprisewide objectdesign.As thereare numerousadvantagest is hopedthat
future work on this areawill enhancethe understandingof the structure of
information security as an integral part of business process engineering.
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